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DAI HOC QUOC GIA TP.HCM CONG HOA XA HQI CHU NGHIA VIET NAM
_TRUONG DAT HQC Poc lap - Tu do - Hanh phuc
CONG NGHE THONG TIN

PE CUONG PE TAI LUAN VAN THAC SI
1. Tén dé tai hodc hwéng nghién ciru:

Tén Tiéng Viét: Nghién ctru co' ché phat hién ro ri thong tin biang phwong
phap phan tich tinh trén &ng dung Android.

Tén Tiéng Anh: Static Analysis for detecting sensitive data leakage on
Android applications.

2. Nganh va ma nganh dao tao: Nganh Cong nghé¢ Thong Tin, m3 nganh:
60.48.02.01

3. Théng tin hoc vién va ngwéi huwéng din:
Ho tén hoc vién thuc hién dé tai: Phan Thé Duy
Dia chi email: phantheduy.ptd@gmail.com
Dién thoai lién lac ciia hoc vién: 01683456056
Ngudi huéng dan: TS. Pham Vin Hau
Dia chi email: haupv@uit.edu.vn
Dién thoai lién lac ctia ngudi hudng dan: 0915727282
4. Tong quan tinh hinh nghién ciru trong nwéc va ngoai nuéc:

4.1. Gi6i thi¢u chung:

Cung véi viée cac thiét bi di dong nhu dién thoai thong minh, may tinh bang
nen tang Android ngay cang trd nén pho bién rong khap trong cudc song hang ngay,
md&i ngay c¢6 hang nghin tmg dung méi dugc cac nha phat trién cong bo trén cac mo
hinh kho tmg dung marketplace, noi ma ngudi dung c6 thé dé dang tiép can va tai
vé thiét bi Android ciia minh mot cach ti¢n loi cac iimg dung phu hop véi nhu cau
ban than. Theo AppBrain Stats [2], kho ing dung Android phd bién nhat toan cau
Google Play d dat ngudng 1.400.000 timg dung vao thdi diém thang 11, nam 2014,
Ciing theo mot sé lwong thdng ké [1], ¢6 hon 50 ti luot tai tng dung vé thiét bi cai
dat tir Google Play tinh dén thang 7, nam 2013; va c¢6 hon 1 ty ngudi dung thong
qua thiét bi Android da duogc kich hoat.

Tuy nhién, cac nha nghién ctru da chi ra rang nhitng tng dung Android co6
thé an chtra nhitng méi nguy hiém tiém tang bang kha ning dugc truy cap, tiép can
vao cac dir licu thong tin ¢4 nhan quan trong, nhay cam cua ngudi dung, nhu 1a vi
tri dia ly hién tai, danh ba lién h¢, thong tin dinh danh cia thiét bi (IMEI, ) dién



thoai), ... va thuong xuyén gui ra bén ngoai nhitng thong tin c4 nhan ma khong
duoc su dong ¥ tir ngudi dung [28]. Nhing ing dung mang tinh giai tri hay noi
dung trd choi thudng dugc ké x4u loi dung dé thiét 1ap nhing 16 hong danh cap dir
lidu ca nhan trén thiét bi ngudi ding, noi ma nhiéu ing dung nhu mang xa hoi hay
céc phan mém tai chinh, ngén hang co thé thu thap va luu trit mot khdi lwong 16n dit
liu vé thong tin ca nhan ngudi str dung. Céc lo ngai ngdy cang ting 1én trong viéc
thong tin ca nhan cua nguoi dung bi ro ri ra bén ngoai trai phép, vi pham chinh sach
vé quyén riéng tu, kém vo1 viée theo doi hanh vi ngudi sir dung ma khoéng co su
ddng y. Bang chung 13, trén kho tmg dung Google Play pho bién nhat hién nay cta
nén tang Android c6 hang nghin tng dung ddc hai truy cap, st dung, danh cip dir
liéu nhay cam cia nguoi dung thiét bi khi cai dat, st dung mét img dung ma chinh
ho khéng hay biét duoc, tir s6 lwong khoang 11.000 tmg dung doc hai duoc ghi
nhén ndm 2011, tdng 1én hon 42.000 truong hop tng dung malware dugc phat hién
trén Google Play, theo sd liéu duoc cong bd vao thang 2, nim 2014 cta RiskIQ [20]
, mot cong ty chuyén vé cac giai phap an ninh tryc tuyén cia Hoa Ky. Cac tng
dung nay dugc xéac dinh la cac chuong trinh Android doc hai gay ro ri thong tin ca
nhan hay nhing dir liéu nhay cam cta nguoi dung. Theo dir liéu dugce cong bd nam
2013 boi Kaspersky [12], c6 khoang 148.427 ung dung di dong nguy hai khic nhau
dugc chia thanh 777 nhém va 98.05% sé d6 duoc ghi nhan thudce vé céac ung dung
Android trén kho tng dung Google Play va cac bén thtr ba. Bén canh do, mot
nghién ctiru dugc bao cao bai Securelist [22], [16] chi ra ring gan mdt nira cac ing
dung nguy hiém dugc phat hién trén Android 13 Trojan c6 kha nang danh cap thong
tin nguoi su dung dugc luu trir trén cac thiét bi smartphone.

Nén tang di dong Android pho bién hién nay, sir dung hé thong quyén han
(permission system) dugc cap phat khi cai dit tng dung de thiét 1ap gii han dic
quyén ma ng dung dugc hoat dong truy cap vao cac nguon dir liéu trén thiét bi.
Tuy nhién, h¢ théng quyén han nay khong du hiéu qua dé ngan chan viéc danh cap
hay ro ri thong tin nhay cam, hay dir liéu c4 nhan quan trong tir phia nguodi dung
duogc Iuu trir trén thiét bi di dong.

Gi61 nghién clru an ninh, bdo mat dua ra 2 phuong phap co ban: phan tich
tinh va phan tich dong, dé phat hién nhiing 15 hong ro ri thong tin ¢4 nhan trén cac
img dung Android. Phuong phap phan tich dong nhu TaintDroid [8], lién quan dén
viéc nghién ctru co ché hanh vi ciia tmg dung bang cach thyc thi n6 trén mot moi
trudng cu thé, thi du nhu xac dinh cac hanh vi cua chuong trinh nao d6 khi ung
dung d6 duoc cai dat va chay trén thiét bi Android,... Trong khi d6, phuong phap
phan tich tinh, dién hinh nhu FlowDroid [3] 1a phuong phap phén tich chuong trinh
ing dung dya trén ma Gng dung duol dang ma nguon hay ma bytecode ma khong
can thuc thi ma 1énh caa nd. Thuc té ching minh rang, khong phai bat cir chuong
trinh (mg dung nao ciing c6 thé duoc dy doan chinh xac cac hanh vi bat thuong cia
n6 bang cach cai dat va thir nghiém trong moi truong phén tich gia lap, mot ing
dung nguy hai co thé nhan biét né dang bi phan tich bang phuong phap phan tich
dong, va che gidu cac hanh vi nguy hai cia minh nén két ‘qua phan tich s€ khong
chinh xac. Nguoc lai, phuong phap phan tich tinh lai c6 thé dua ra cac két qua hitu



ich b?lng cach ude lugng, co thé xac dinh nhiéu khia canh, cac kiéu duong di cua dir
liéu nhay cam dé chi ra dau 14 16 hong ro ri dit lidu trong Gng dung.

Mot cong cu phat hién 10 ri thong tin ca nhan trén ng dung Android dya vao
phuong phap phén tich tinh c¢é thé sir dung nhiéu cach thirc khac nhau. Mot trong
nhitng ki thuat hién thuc phuong phap phan tich tinh 1a phan tich dong dir ligu.
Trong do, “taint analysis” 1a truong hop dac bi¢t cua cach phan tich dong dir li€u,
n6 theo vét dit liéu di duoc danh déu xuyén sudt cac con duong lan truyén dit liéu
cta tmg dung. Trong k¥ thuat nay, dir liéu ca nhan quan trong, nhay cam ¢ ngudn
dir li¢u (source) da dugc dinh nghia trude nhu doc vi tri dia Iy GPS, danh séach lién
h¢, cac thong tin dinh danh, xac thyc... dugc danh dau vé6i 1 “taint”, tir d6 theo vét
dir liéu “taint” nay lan truyén xa hon thong qua cic dudng chay cua chwong trinh
nhu thé nao. Su hién dién cua “taint” di duoc xac dinh trudc d6 tai mot noi chira
(sink) — 12 noi c6 kha nang giri dit liéu ra bén ngoai nhu két ndi mang, SMS, ghi va
luu file,... di dugc chi dinh duoc dung dé thiét 1ap mot dong dit liéu gitra bo ngudn
(source) va bd chira (sink) [18]. Néi tom lai, dong chay dir liéu nay dugc dung dé
phat hién su 10 ri dir liéu, thong tin c4 nhan tir bd ngudn dén bo chira.

public class BinderActivity extends Activity {
private BinderExampleBinder mBinder;

private ServiceConnection mConnection =
new ServiceConnection() {

public void onServiceConnected(..., IBinder service) { public class BinderService extends Service {
@ _ - -~ mBinder = (BindertExampleBinder) service; b private IBinder mBinder = new BinderExampleBinder();
Vd } \ (2 public IBinder onBind(Intent intent) {
/ . ‘:-—-,-r..’za — return mBinder;
I} (1}, o=
protected void onStart() { . public class BinderExampleBinder extends Binder {

I

| & public void printStr(String str) {
| bindService(. .., mConnection, ...); ~ S

& 3 1 s
\ public void onClick(View v) {

- —

~ - [T —

LN mBinder.printStr("Test String"); @)

-_—— -

}

Hinh - Vi du vé dong dit liéu lién két giira Activity va Service

CAu truc ung dung Android bao gdm nhiéu thanh phan (component) khac
nhau, hau hét nhing 16 hong o ri thong tin ca nhan don gian thyc hién hanh vi cta
minh trong pham vi mét thanh phan don nhét cta tmg dung. Nhung gan day, van dé
that thoat dir liéu riéng tu duoc phat hién va ghi nhan xay ra trong pham vi lién
thanh phan trong mot ung dung, hay tham chi 1a lién Ung dung thong qua viéc
twong tac cua cac thanh phan khac nhau gitta nhiing ng dung khac biét [26].
Phuong phap phan tich riéng ré cac thanh phan trong céc Ung dung, cting nhu phan
tich ting ng dung trong diéu kién tach biét, khong dii ¢é phat hién nhiéu hon cac
m01 nguy co 10 i sy riéng tu ciia ngudi dung ra bén ngoai, vi su 1o ri c6 thé gidn
tiép xay ra & mot thanh phan khac trong tmg dung, hoic do su thoa hiép giita cac



tmg dung v6i nhau. Do d6, van dé quan trong duoc dit ra hién nay la phai thyc hién
phan tich lién thanh phan trong cac tmg dung, hay con goi 1a phan tich da ing dung,
két hop ting cuong véi phan tich don tng dung, dua ra két qua chinh xac cao nhét
va giam ti 1¢ phat hién sai 1am, dé canh bao nhirng nguy hiém tiém tang trong cac
ung dung malware dgc hai.

Céc phuong phap phén tich tinh dong di¥ liéu bing k¥ thuat danh dau “taint
flow analysis” co kha néng phan tich lién thanh phén, da ing dung trd nén can thiét
va hira hen nhiéu két qua ndi trdi so voi cac phuong phap khdc trong viéc xac dinh
dir liéu ca nhan trén thiét bi Android dugc luu trir va sir dung trong gi¢i han mong
mudn nhu thé nao, dé phong nguy co ro ri dit liéu nhay cam tir nhitng mg dung
tiém an doc hai néu duoc cai dat vao thiét bi nguoi dung.

4.2. Cac thach thae

= Péu tién, khac véi nhitng chuong trinh tmg dung trén Windows, mot ing dung
Android ¢6 thé dugc cdu thanh tir it nhat bdi mot hode nhiéu hon tir 4 thanh
phan co ban: Activity, Service, Content provider, Broadcast Receiver. Chung
hoat dong twong tic véi nhau trong mot ung dung, ngoai ra mot thanh phan
trong tmg dung nay cé thé giao tiép hoat dong twong tac voi cac thanh phan cia
mot tmg dung khac bang co ché ICC — (Inter Component Communication), va
do d6 cac con duong luan chuyén, truyén dir lidu trong mot ing dung Android
khong thé xac dinh mot cach rd rang, twong minh. Mot ing dung Android c6 thé
dugc xem 1a an toan dbi véi thong tin cia ngudi dung néu phén tich riéng biét
doc 1ap; tuy nhién trong nhidu trudng hop, khi hoat dong ciing véi mot ing dung
khac trén cung thiét bi Android thi no s€ tré thanh mot ung dung doc hai, hoac
dugc khai thac nhu mot cong cu dé danh cap thong tin nhay cam vi céc tng
dung nay c6 kha nang tuong tac, thoa hiép dé thuc hién cac hanh vi 1o ri dir liéu
cuia nguoi dung.
Activity: La thanh phan quan trong cia bat ky mot ung dung Android nao.
Thuat ngtr Activity chi mgt viéc ma nguoi dung co thé thuc hién trong mot
tmg dung Android, gan nhu moi activity déu twong tac voi nguoi dung thong
qua mot giao di¢n nhét dinh. N6i tém lai, n6 1a mot thanh phﬁn cua ung dung
cung cip mot giao dién ma ngudi ding co thé twong tic vao do dé thuc hién
mot hanh dong nhat dinh.
Service: Mot service 14 mot thanh phan cua img dung, thé hién mong muén
ung dung thuc hién cac hanh dong trong khi khong tuong tac voi nguoi dung
hodc cung cip chirc nang cho cac ing dung khac str dung. Noi mot cach don
gian, service 1a cac tac vu (task) chay ngdm dudi hé théng nham thuc hién
mot nhi€ém vu nao do.
Content provider: La noi luu trit va cung cip cach truy cap dit liéu do cac
tmg dung tao nén. Pay 1a cach duy nhit ma cac tmg dung co thé chia sé dir
liéu cua nhau.



Broadcast receiver: co chirc ning dung dé thu nhéan cac su kién, thong bao,
thong diép ma cac tmg dung hodc hé thong phat di.

= Phuong phap phan tich tinh doi hoi phai xac dinh dwgc noi Xuat phat cua cac
nguon dir liéu nhay cam dé danh dau theo vét dir liéu nham dua ra két qua hiru
ich d01 voi nha phan tich va nguoi dung. Nhung viéc xac dinh dau la nhing
ngudn thong tin nhay cam, can dugc theo doi, bao vé trude nguy co bi ro ri cling
1a mot thach thire khong nho, boi sO luong cac ngudn thong tin ciia ngudi dung
rat nhidu va khong thé du doan, hay chi ra hét nhiing truong thong tin nao can
dugc “danh dau” taint dé theo ddi mot cach rd rang, chinh xac nhat.

* Android 1a mdt hé théng hudéng sy kién, cAu trac ung dung co rat nhiéu entry-
point nén khong thé dinh hinh trudc toan bo cac dong dir liéu nhu trong cac cau
tric chuong trinh c6 1 ham chinh khéi chay Umg dung thuong dugce goi 1a ham
main(). Cac control-flow duoc diéu khién boi cac sy kién tir moi trudng cia mot
ung dung co thé kich hoat cac 16i goi callbacks khac nhau, do d6 xac dinh cac
control flow kha nghi, cdc dong dit liéu khong tudng minh trong 4 module ciu
thanh mot img dung Android ma khong dwa ra qua nhiéu cic bao dong gia ciing
1a mot thach thirc 1on. Hon thé, khong phai tat ca cac thanh phan ciia mot tng
dung Android déu hoat dong theo cach thirc gidng nhau, do d6 doi hoi 1am nhu
thé nao dé dua ra mot mo hinh phu hop voi viéc phan tich dong dir liéu nham
phat hién canh bao ro ri dir li¢u trén tung bo phan cdu thanh noi trén.

= Mot s ing dung Android dugc dong gbi kém voi cac ma native code, trong khi
chua c6 mot cong cy nao c6 phuong phap phan tich hi€u qua trén dang ing dung
nay, phai ké dén cac cong cu dinh dam hién nay nhu IccTA [15], AsDroid [9],
DidFail [11] cling chua c6 giai phap.

4.3. Tinh hinh nghién ctru

Tinh hinh nghién ciru ngoai nwoc:

Hién tai, mot s6 nhom nghién ctru co dé xuat cong bd mot sb nghién ciu
kém v&i cong cu phan tich tinh danh cho cac ing dung Android, hi€u nang, hi¢u
qua cua cac cong cy nay co khac nhau do cach mé hinh héa phuwong phap phan tich
tap trung vao cac doi twong thanh phan cia (mg dung khac nhau, chang han mot sb
phuong phap chi tp trung vao mot dbi tuong nhat dinh nhu xem xét hé thong
Permission va thanh phan Intent — Activity trong truong hop ciia PermissionFlow
[23]; hay nhu cach tiép can ciia AsDroid [9] chi tép trung phén tich ngudn thong tin
dang text xuat phat tir user interface ciia ing dung.

Ngoai ra, kha ning phén tich trong diéu kién tach biét, riéng ré cac thanh
phan hay dit chiing trong méi lién hé & pham vi mot hay dong thoi nhidu ing dung
Android cling mang dén két qua phu hop véi nhiéu nhom dbi twong khac nhau; nhu
IccTA [15], DidFail [11], Flow Permissions [24] c6 tinh nang phan tich tinh don va
da ung dung nhung theo nhiing cach tiép can khac biét. i voi ki thuat danh dau
dong dir liéu dé phan tich 16 hong danh cap thong tin, van dé xac dinh source — noi
xuat phat cia dir liéu nhay cam, va sink — noi c6 kha nang giii thong tin ra bén



ngoai ciing dugc nghién ctru mot cach cé hé théng nhu céng cu SuSi [4], [21] véi
tinh nang tu dong phan tich dua ra cac dang source va sink khéac nhau.

CHEX [17] 1a mot cong cu phan tich tinh dung phét hién cac thanh phan
danh cép, 10 ri thong tin trong Gmg dung Android, bang cach theo ddi cac dong dir
liéu duoc danh du giita ngudn dir liéu nhay cam (source) va cac interface co kha
nang truy cap, giri thong tin ra bén ngoai. Tuy nhién, né duoc gidi han tdi da 1a chi
c6 mot dbi trong mang thong tin nhay cam (1-object-sensitivity) dugc phan tich,
dan dén su thiéu chinh xéc trong thyc té.

FlowDroid [3] duoc cong bd kém céc cong trinh nghién ctru lién quan [14],
[5] dugc danh gid nhu mdt cong cu phat hién ro ri thong tin hiéu qua dya vao phan
tich tinh dong dir liéu dugc danh dau trude d6, voi ti 1& phat hién sai thap trong viéc
phat hién 16 héng mat cap dir liéu trong timg thanh phan don nhit cua tng dung; tuy
nhién né khong hoat dong trong viéc phat hién ro ri véi dicu kién giao tiép lién
thanh phan (ICC — Inter Component Communication) trong cac timg dung, va chi c6
kha nang phan tich doc 1ap mot timg dung Android.

Epicc [19] 1a cong cu phan tich tinh giai quyét van de ICC, nhung né chu yeu
tap trung vao 16 hong ro ri thong tin thong qua cac giao tiép, két ndi lién thanh phan
ICC trong ing dung don nhat. Tinh trung binh, dé dua ra mot két qua phan tich can
it hon 2 phiit cho mdi ing dung trong mot nghién ciru quy mé 16n gdbm 1.200 ting
dung. Do Epicc khong kiém soat cac URI trong tmg dung, ddn dén khong thé tim
cac lién két tuong tac lién thanh phan ICC cho Content Provider, khong phat hién
duoc nguy co ro ri thong tin ra bén ngoai, ciing nhu cho két qua sai khi 3 thanh
phan con lai ctia tng dung Android twong tic v6i nhau thong qua URL.

Trong khi d¢6, PCLeaks [16], mot cong cu nhan dang cac tng dung danh cap
thong tin ngudi ding bang phuong phap phan tich tinh, danh dau theo doi dong dir
li¢u, trong tam la xem Xét cac duong 10 ri ICC trong ndi tai mot mg dung don nhét.
No cung gap phai van dé khi khong hoat dong chinh xac trén Content Provider
gidng nhu trudng hop ciia Epice, do PCLeaks chi dé xuat phuong phap phan tich
trén Activity, Service va Broadcast Receiver.

LeakMiner [27] phat hién 10 ri thong tin trén céc ing dung Android bang
phuong phap phan tich “taint” tinh. Thiét ké cta LeakMiner tap trung vao viéc xac
dinh cac trng dung mang nguy co 10 ri thong tin va loai bé ngay img dung d6 & bén
phia kho market ung dung trude khi né dugce phan phéi té1 nguoi dung. N6 &p dung
mot thudt toan xay dung biéu do 10i goi (call graph) dé phan tich, do Android la 1
hé thong hudng su kién. LeakMiner dua ra cach tiép can gom 3 budc: dau tién, tap
tin cai dat APK cua ung dung duoc chuyén thanh bytecote Java dé phan tich truc
tiép trén bytecote Java, dong thoi cac metadata cua ung dung dugc trich xuat tir file
manifest ciia img dung Android; budc tiép theo, LeakMiner xac dinh cac thong tin
nhay cam dya vao cac metadata da duogc trich xuét; & budc cudi cung cac thong tin
danh déu dugc lan truyén qua cac 10 goi callbacks, dé xac dinh cac duong dir liéu
dan dén ro ri thong tin. Tuy nhién, LeakMiner chi c6 kha nang phan tich don ung
dung va dua ra két qua khong chinh xé4c trong nhiing truong hop duong lan truyén
dir liéu dai.



Cong cu Amandroid [25] 1a mot 4p dung ctia phuong phép phan tich tinh dé
phat hién ro ri théng tin nhay cam bang cach theo vét cac ludng diéu khién va dong
dir liéu ICC lién thanh phan giita nhiéu component khac nhau trong cling mot tng
dung hoic co ché lién Gmg dung - inter-app communication (IAC) giira cac ung
dung khéc nhau, tirc 1a cong cu nay co6 kha nang phan tich don va da img dung. Tuy
nhién, Amandroid bi gi6i han trong kha nang kiém soat ngoai 1é cia chuong trinh,
néu mot chuong trinh ¢6 16 hoéng ro ri thong tin do 1 exception phat sinh thi
Amandroid khong thé phat hién duoc 16 hong nay. Ngoai ra, Amandroid khong thé
phat hién ro ri trén Content Provider, mot trong bon thanh phan ctia mot tmg dung
Android; n6 ciing khong hiéu qua dbi voi mot sd phuong thire ICC phirc tap nhu
bindService() va startActivityForResult().

Nhom nghién ctru IecTA [15]: cong bd cong cu IeccTA sir dung phuong phap
phan tich tinh dya trén phan tich danh dau dong dir liéu ICC dé phat hién nguy co 1o
ri thong tin trén don hodc da tng dung Android. Cong cu nay dua trén su két hop
gitra Epicc [19] va FlowDroid [3] duoc tiy bién lai, ca Epicc va FlowDroid duoc
xdy dung dua trén framework Soot [13] dung dé phan tich cic chuong trinh Java.
Soot st dung plugin Dexpler [7] dé chuyén d6i ma byte code Android Dalvik sang
mot dang file tén 1a Jimple dugc dinh nghia ndi tai trong nd, sau d6 xay dung chinh
xéac biéu do cac 101 goi (call graphs), phan tich danh dau theo ddi cac dong dir liéu
trong timg thanh phan cia ing dung Android dé xac dinh nhing vi tri ro ri dit lidu.
Phién ban IccTA hién tai gdp han ché trude cac 16 héng 10 ri lién quan dén Content
Provider do khong xtr 1y cac dong dir liéu lién quan dén thanh phan nay. Ngoai ra,
cong cu IccTA chi c6 kha nang phat hién 10 ri lién mg dung IAC gilta 2 chuong
trinh Android.

DidFail [11] hién thuc phuong phap phan tich tinh dong dir liéu duoc danh
dau dé phat hién moi nguy co 1o ri dir liéu nhay cam trong mét ing dung doc lap
hay trong méi truong nhiéu ing dung Android twong tac véi nhau, tic 1a c6 kha
nang phat hién nguy co tur sy thoa hiép gilra cac ung dung nay vdi nhau bén canh
tinh nang nhan dang 16 hong trong mot tmg dung don nhat. DidFail duoc xay dung
dua trén 2 cong cu phan tich tinh d3 c¢6 1a FlowDroid [3] — ding dé tim cac dong
thong tin dir liéu trong ndi tai mot thanh phan cua tng dung, va Epicc [19] — dé xac
dinh cac moéi lién két giita cac intent. Tuy nhién, han ché ctia DidFail ciing bao gdm
nhimg diém yéu cua Epicc va FlowDroid; ngoai ra, DidFail khong xem xét dén khia
canh quyén han permission khi so khdp cac intent dé tim ra cac duong lién két that
thoat dir liéu gay ra mot sd két qua thiéu chinh xac. Vi ¢ thoi diém hién tai, DidFail
chi tap trung vao viéc phan tich trén Activity, nén né khong thé phat hién dugc bat
ctr 16 hong ro ri thong tin ndo trong cac thanh phan con lai 1a: Service, Broadcast
Receiver, Content Provider va ngay ca loai Pending Intent ciia chuong trinh
Android.

Tinh hinh nghién ciru trong nwéc: N
Tai Viét Nam, ’nhc')’m nghién ctu cua TS. Rham Van Hau, Nguyén L& Thanh
Trac, Pai hoc Quoc t&, PHQG Tp. HCM, c6 dé¢ tai “Detecting privilege escalation



attacks on android device” (2012) [10], nghién ciru vé phuong phap phan tich tinh
trong phat hién loai tin cong dua vao cac dic quyén duoc cap phat cho cac tng
dung Android c¢6 y dinh danh cap dir liéu c4 nhan ngudi dung trén thiét bi di dong
chay nén tang Android. Tuy nhién, phuong phap nay tap trung vio viéc phén tich hé
théng quyén han (permission) dugc cap phat cho tng dung.

Ngoai ra, thi truong cac cong cu phong chéng bao v€ nguoi dung trude cac loai
virus, spyware, phan mém gian diép ciing duoc phat trién, bang ching 1a BKAV ra
mat voi san pham Bkav Mobile Security, c6 chirc nang giam sat truy cap, quet va
canh bao cic phan mém c6 thé truy cap vao cic thong tin riéng tu trén may nhu
danh ba, tin nhan, vi tri may... Dac biét 1a phat hién va loai bo cac phan mém nghe
Ién trén dién thoai di dong. Nhung cong cu nay chi c6 kha nang hoat dong mot khi
cac tmg dung doc hai duoc cai vao thiét bi nguoi dung, chi hoat dong don nhét trén
tung ung dung, va dya trén permission dd duoc cap phat cho timg tmg dung dé danh
gia rui ro bi nghe 1én, hay chinh x4c hon n6 c¢6 kha ning giy nham lan vi khong
phai ing dung nao c6 permission nhat dinh nao d6 ciing 1a nguy hai néu n6 khong
thuc hién hanh vi danh cap thong tin ra bén ngoai. Tém lai, cong cu Bkav Mobile
Security 1a 1 phan mém hd trg nguoi dung xem nhing ing dung nao ¢6 thé lam gi
v6i nhitng nhom permission ma né duoc cap phat, kho c6 thé mang lai do chinh xéac
cao trong du doan cac mdi nguy hai r0 ri thong tin ra bén ngoai.

5. Tinh khoa hoc va tinh méi ciia d@ tai:

O thoi diém nay, mot sé cong cu phén tich tinh da dugc phét trién nham dén
muc dich x4c dinh duogc cac chuong trinh ing dung ro ri thong tin trén cac thiét bi
Android. Mot sb cong cu phan tich tinh nhu CHEX [17], FlowDroid [3], Epicc [19]
chi tap trung phan tich don ing dung, dat ing dung trong tach biét dé thuc hién viéc
phan tich dong dir liéu, dan dén khong thé phat hién dugc nhiing 16 héng ro ri do su
bat tay phdi hop giita nhiéu tng dung. Bén canh d6, mot sé it cong cu phan tich tinh
dong dir liéu c6 thé phan tich don va da tng dung dong thoi nhu Amandroid [25],
IccTA [15] [6], DidFail [11], dé xac dinh cac 16 hong dua trén mdi lién két gitra cac
thanh phan khac nhau ctia ing dung riéng biét - theo co ché lién thanh phan — ICC,
va sy tuong tac gitra nhiéu tmg dung theo co ché lién tmg dung — IAC ( hay con goi
1a co ché ICC khong cung trong mot img dung). Nhimmg cong cu nay cling da budc
dau dap tmg duoc mot phan nao nhu cau dit ra nhu cung cdp tinh nang nhén dang
céc tmg dung doc hai c6 chira cac tic nhan gy nguy hiém dén tinh an toan bao mat
thong tin nguoi dung, nhung van ¢ nhimng sai sét nhat dinh va gap phai mot sé gidi
han trong viéc chua thé thuc hién hét hoan toan cac phan tich trén 4 thanh phﬁn co
ban cua mt ing dung Android.

Do cac cong cu nay chi moi tap trung vao phan tich cac ludng sy kién, dong
dir liéu lién quan dén mot so thanh phan nhat dinh nhu céac Activity, Intent trong cau
trac mot ung dung chay nén tang Android, chua gidi quyet dugc viéc nhan dang
trén Pending Intent, Service, Content provider, hay Broadcast Receiver, vi du nhu
truong hop cua DidFail.



Chinh vi vy, dé tai nay sé& tap trung vao viéc ting cudng do chinh xac trong
nhan dang phat hién cac mdi nguy ro ri thong tin ca nhan trong cac mg dung
Android dya trén cac mé hinh, céng cu phan tich tinh da c6 ngoai thuc té:

% Dé xuat mo hinh cai tién, két hop nhiing uu diém cta cic cong cu nhan
dang cic mbi nguy co ro ri thong tin bang phwong phdp phén tich tinh
v6i ky thudt ddnh diu dong dir ligu trong cac tmg dung Android nham
tang cudng do chinh xac, giam thiéu viéc xac dinh nham 14n cua cc cong
cu phan tich tinh hién thoi, c6 kha nang phat hién ro ri thong tin qua 2 co’
ché lién thanh phan ICC va lién irng dung IAC .

% Tap trung vao viéc xay dung cach thiic phdn tich tinh da irng dung - lién
thanh phan trén 4 module chinh trong cic itng dung Android: Activity,
Service, Content provider, Broadcast receiver.

6. Muc tiéu, ddi twong va pham vi NC dé tai

Muc tiéu:

= Tim hiéu, phan tich cac cong cu phan tich tinh trong viéc phat hién ro ri
thong tin: tong hop, cai dat, thir nghiém cac cong cu hién c6 nham nim
bat dugc cac kha nang hd tro va nhiing diém yéu cia chiing,

= Nghién ctru co ché lan truyén thong tin dang callbacks, cac co ché luu
chuyén théng tin dit liéu giita cac thanh phan ctia ing dung Android qua
ICC va IAC, tim hiéu k¥ thuat phan tich dong dit liéu duoc danh diu
(tainting flow analysis).

= Nghién ctru mé hinh phan tich nguoc ing dung nén tang Android dé nhan
dang cic chuong trinh malware danh cép dir liéu, dua ra cac dé xuat nham
cai thién d6 chinh xac, giai quyét nhitng han ché, nhuoc diém cua ky thuat
phan tich tinh dugc sir dung trong cic cong cu nhan dang 16 hong that
thoat dir liéu state-of-the-art hién nay.

= Xay dyng bd nhan dang co kha nang phat hién 16 hong 10 ri trén cac thanh
phan ciia mot t hay nhiéu chuong trinh Android, dva trén cac cong cu phan
tich tinh ¢6 san hién nay, nham tim kiém su ton tai ctia cac thong tin nhay
cam va liéu thong tin nhay cdm c6 dugc st dung trong callbacks hay
khong.

Doi twong, pham vi nghién civu:
Céc chuong trinh g dung trén Android, cdc b cong cu phén tich tinh c6
thé phan tich phat hién trén cac tmg dung Android.

7. Noi dung, phwong phap du dinh NC

Noi dung 1:
Muc tiéu:
= Khao sat, tim hiéu cac nguy co ro ri thong tin trong cac ung dung
Android, cac van d¢ tré ngai thach thirc trong bai toan phén tich phat
hién o ri théng tin néu cai dat ung dung doc hai.



Két qua:

= Tai liéu vé mdi nguy hiém ro ri thong tin trén cac tmg dung Android,
cach thure hoat dong cua chung.

= B§ dir liéu tng dung chuan dung cho viéc danh gia két qua bai toan
phat hién img dung 10 ri thong tin.

Noi dung 2:
Muc tiéu:

= Tim hiéu k¥ thuat xac dinh source va sink dung trong phan tich dong
dir liéu ¢ ung dung Android.

= Khao sat, thu thap, tim hiéu cac phuong phap phan tich tinh, k¥ thuat
phan tich danh dau dong dir liéu, cling nhu cac cong cu phén tich tinh
da c6 trong viéc gitp nhan dang phat hién sy ro ri thong tin trong cac
ung dung Android.

Két qua:

» Cac phuong phap phén tich tinh dung trong cac tng dung phan tich
béo mat giup nhan dang mdi nguy hiém ro ri théng tin trén cac tng
dung Android.

* Phuong phép xéc dinh source va sink trong cac img dung Android.

= Tai liéu tong hop danh gia vé tinh niang, hiéu qua, han ché cua cac
cong cu nhan dang 1o ri thong tin bang phuwong phap phan tich tinh,
tap trung vao k¥ thuat phan tich danh dau dong dir lidu.

= M3 ngudn cla cac bd cong cu phan tich ap dung cac phwong phap
state-of-the-art hién nay da dugc cong bd.

Noi dung 3:
Muc tiéu:

= Tim hiéu co ché ro ri thong tin thong qua phuong thirc twong tac lién
thanh phéan trong cing mét tmg dung (ICC) hay giira nhiéu Gmg dung
Android v6i nhau (IAC).

= Nghién ctru phét trién k¥ thuat nhan dang mot cach chinh xéac va toan
dién hon cac nguy co an ninh tiém 4n ro ri dir lidu ca nhan trén 4
thanh phdn co bin ciia mot irng dung Android ma cac cong cu da
duoc cong b chua gidi quyét duoc & mot s6 trudng hop.

= Xem xét cac hudng tiép can va kha nang két hop hodc t6i uu cua cac
cong cu state-of-the-art hién nay la IccTA va DidFail trong viéc phan
tich dong dir li¢u phat hién céc 10 ri x4y ra dudi dang twong tac lién
thanh phan ICC va lién tng dung IAC.

Két qua:

* Phuong phap xac dinh cac lién két twong tac dong dit liéu giita cac
thanh phan khac nhau ctia nhirng ing dung Android.
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Noi dung 4:

Mo hinh phat hién nguy co ro ri thong tin bang phwong phdp phin
tich tinh danh ddau dong dir liéu co thé hoat dong trén 4 module can
ban:

DS

* Activity

* Service

Broadcast Receiver

«* Content Provider

Céc huéng cai thién va phuong phap két hop t6i vu hoa phuong phap
phan tich tinh phat hi¢n ro ri dang ICC va TAC dya trén DidFalil,
IccTA cling nhu mot ) cong cu khac dugc cong bo.

DS

e

*

>

Muc tiéu:

Dé xuat phuong phap cai tién, téi wu phwong phdp phin tich tinh
dong dit ligu bang co ché danh diu “tainting” c6 kha nang phan tich
16 hong ro ri dén tir sy twong tac gitra nhidu tng dung théng qua co
ché ICC va IAC dya trén md hinh phan tich 2 giai doan cua DidFail
c6 su bo sung cta IccTA.

Tang cuong tinh chinh xac trong mo6 hinh nhan dién 10 ri thong tin khi
phan tich 4 module ctia tng dung, cai thién dugc hi¢u nang va céc sai
sot khi phan tich da ung dung.

Hién thuc cach tiép can phan tich tinh dang danh dau dong dir liéu
theo md hinh duoc dé xuét.

Két qua:

Phuong phap phan tich lién thanh phan, lién (mg dung vdi ti 1é sai sot
thap va toi thiéu hoa téc do phan tich trén bd dir liéu ung dung
Android doc hai.

Cong cu nhan dang 1o ri thong tin c6 thé hoat dong t6t va c6 do chinh
xéc cao trong viéc phat hién cac ing dung khai thac bat hop phap, ro
ri thong tin c4 nhan ngu(n dung

Pua ra cac ndi dung can cai tién sau khi hoan thanh viéc kiém thtr lai
két qua ap dung phuong phap phan tich tinh dung dé xac dinh cac tng
dung nguy hai tiém ting, mang rii ro danh cip thong tin nhay cam
trong cac ung dung Android.

8. K¢ hoach bo tri thoi gian NC

Noi1 dung Thoi gian

- Khao sat co ché phat hién 10 ri thong tin trén
thiét bi Android bang phuong phéap phan tich
tinh.

- Tim hiéu céc dic tinh, hanh vi cta cic Gng
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dung Android ddc hai gy ro ri da dugc phat
hién.

Tim hiéu dénh gia cac cong cu phan tich tinh
da cong b, cac két qua nghién ciru hién tai,
tap trung vao ky thuat danh dau dong dir lidu
trong phuong phép phan tich tinh.

Tap hop cac ung dung Android doc hai dung
dé kiém thir két qua cta dé tai.

3.2015-4.2015

Nghién ciru cach t6 chire, xir 1y cta DidFail
va IccTA, cu tric thanh phan cling nhur
source code cia cong cu nay.

Pé xuat mo hinh, co ché ting cuong, cai tién
dd chinh x&c trong bai toan phat hién 10 ri
thong tin trong cac ung dung Android trén co
s0 2 cong cy DidFail va IccTA.

Dua ra phuong phép phan tich tinh phat hién
ro ri thong tin thong qua k§y thuat danh dau
theo ddi dong dir liéu giira cac thanh phan co
ban cia mot hay nhiéu ing dung Android.

5.2015-7.2015

Danh gi4 két qua phuong phap phan tich tinh
da dé xuét vao bai toan phat hién ro ri thong
tin & cac ung dung Android.

Tong hop, viét luan van

8.2015
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Noi dung trudc sua

Noi dung sau khi sura

Phén 4.3 - trang 7-8

Tinh hinh nghién ctru trong nudce:

Tai Viét Nam, nhom nghién ctru cua TS.
Pham Vin Hau, Nguyén Lé Thanh Tric,
Pai hoc Qudc té, PHQG Tp. HCM, c6 dé
tai “Detecting privilege escalation attacks
on android device” (2012) [10], nghién ctu
vé phuong phap phan tich tinh trong phat
hién loai tan cong dua vao cac dac quyén
dugc cap phat cho cac ung dung Android
c6 v dinh danh cap dir liéu ca nhan nguoi
dung trén thiét bi di dong chay nén tang
Android. Tuy nhién, phuong phap nay tap
trung vao viéc phan tich hé théng quyén
han (permission) dwuoc cdp phat cho tmg
dung.

Phén 4.3 - trang 7-8

Tinh hinh nghién ctru trong nudéce:

Tai Viét Nam, nhom nghién ctru cua TS.
Pham Vin Hau, Nguyén Lé Thanh Tric,
Pai hoc Qudc té&, PHQG Tp. HCM, c6 dé
tai “Detecting privilege escalation attacks
on android device” (2012) [10], nghién ctu
vé phuong phap phan tich tinh trong phat
hién loai tin cong dua vao cac dac quyén
dugc cip phat cho cac ung dung Android
¢6 v dinh danh cip dir liéu ca nhan nguoi
dung trén thiét bi di dong chay nén tang
Android. Tuy nhién, phuong phap nay tap
trung vao viéc phan tich hé théng quyén
han (permission) duoc cdp phat cho tmg
dung.

Ngoai ra, thi truong cac cong cu phong
chéng bao vé ngudi dung trudc cac loai
virus, spyware, phan mém gian diép ciing
dugc phat trién, bang ching 1a BKAV ra
mét v6i san phém Bkav Mobile Security,
cO chirc nang glam sat truy cap, quét va
canh bao cac phan mém c6 thé truy cap vao
cac thong tin riéng tu trén may nhu danh
ba, tin nhan, vi tri may... Pac biét 1a phat
hién va loai bo cac phan mém nghe 1én trén
dién thoai di dong. Nhung cong cu nay chi
c6 kha nang hoat dong mdt khi céc ung
dung doc hai dugc cai vao thiét bi nguoi
dung, chi hoat dong don nhat trén ting tng
dung, va dya trén permission da duogc cap




phat cho timg ung dung dé danh gia rii ro
bi nghe 1én, hay chinh x4c hon n6 c6 kha
ning gdy nham lan vi khong phai ing dung
nao c6 permission nhét dinh nao do ciing 1a
nguy hai néu né khong thyc hién hanh vi
danh cip thong tin ra bén ngoai. Toém lai,
cong cu Bkav Mobile Security 1a 1 phan
mém hd tro ngudi ding xem nhiing mg
dung nao c6 thé lam gi v6i nhitng nhém
permission ma né duoc cap phat, khd cod
thé mang lai d6 chinh xdc cao trong du
doan cac mbi nguy hai ro ri thong tin ra bén
ngoai.

Phan 7 trang 11
Noi dung 4:

* Muc tiéu:

- Hién thuc cach tiép can phan tich
tinh dang d4nh dau dong dir licu
theo m6 hinh dugc dé xuit.

= Két qua:

- Cong cu nhan dang ro ri thong tin ¢6
thé hoat dong tot va c6 do chinh xéac
cao trong viéc phat hi¢n céc ung
dung khai thic bat hop phap, ro ri

Phan 7 trang 11
Noi dung 4:

* Muc tiéu:

- Dé xuat phuong phép cai tién, t6i uu
phuong phap phan tich tinh dong dir
liu bang co ché danh dau “tainting”
c6 kha ning phan tich 16 hong ro ri
dén tir sy twong tac gilta nhiéu Ung
dung thong qua co ché ICC va IAC
dua trén mo6 hinh phan tich 2 giai
doan cua DidFail ¢ su bd sung cua




thong tin ca nhan ngudi dung.

- Pua ra cac ndi dung can cai tién sau
khi hoan thanh viéc kiém thur lai két
qua 4p dung phuong phédp phan tich
tinh dung dé xac dinh cac ung dung
nguy hai tiém tang, mang rai ro
danh cip thong tin nhay cam trong
cac ung dung Android.

IccTA.

- Tang cuong tinh chinh xac trong mo
hinh nhan dién ro ri thong tin khi
phén tich 4 module cua ung dung,
cai thién dugc hi€u nang va cac sai
soOt khi phan tich da ing dung.

- Hién thuc cach tiép can phan tich
tinh dang d4nh dau dong dir licu
theo m6 hinh dugc dé xuit.

= Két qua:

- Phuong phap phén tich lién thanh
phan, lién Gmg dung véi ti 1¢ sai sot
thip va t6i thiéu héa toc do phan
tich trén by dir liéu ung dung
Android ddc hai.

- Cong cu nhan dang ro ri thong tin c6
thé hoat dong tot va c6 do chinh xéac
cao trong viéc phat hi¢én cac ung
dung khai thac bat hop phap, ro ri
thong tin ca nhan ngudi dung.

- Pua ra cac ndi dung can cai tién sau
khi hoan thanh viéc kiém thir lai két
quad 4p dung phuong phép phan tich
tinh dung dé xac dinh cac ung dung
nguy hai tiém tang, mang rai ro
danh cip thong tin nhay cam trong
cac ung dung Android.

Phan 8 — trang 12

5.2015 -7.2015

- Pé xuit mo hinh, co ché ting cudng,
cai tién do chinh xac trong bai toan phat
hién ro ri thong tin trong cac tng dung
Android bang phuong phap phan tich tinh
thong qua viéc danh dau theo ddi dong dir
lidu gitra cac thanh phan ctia mot hay nhiéu
ung dung.

Phan 8 — trang 12

5.2015—-7. 2015

- Nghién ctru cach to chirc, xir Iy cua
DidFail va IccTA, ciu trac thanh phan
cling nhu source code cua cong cu nay.

- Pé xuit mo hinh, co ché ting cudng,
cai tién do chinh xac trong bai toan phat
hién ro ri thong tin trong cac tng dung
Android trén co s& 2 cong cu DidFail va
IccTA.

- Dua ra phuong phap phan tich tinh
phat hién ro ri thong tin thong qua ky thuat




danh dau theo doi dong dir liéu gilta cdc
thanh phan co ban cia mot hay nhiéu tmg
dung Android.

Phan 8 — trang 12
8.2015
- Viét luan van

Phan 8 — trang 12

8.2015

- Danh gia ket qua phuong phap phan
tich tinh da dé xut vao bai toan phat hién
1o ri thong tin ¢ cac ng dung Android.

- Tong hop, viét luan van
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